


A confidentiality notice must be appended to all e-mail messages 

Confidential information cannot be discussed or disclosed in telephone conversations unless it is certain that the 

other party has authorized access to the information. 

Paper documents must be secured in a manner so that unauthorized access (such as people walking into room) is 
unlikely 

Computer monitors must be positioned such that unauthorized viewing is unlikely 

Documents and papers containing confidential information must be shredded personally or brought to the Batesville 
office for shredding. 

All servers must contain anti-virus software that is updated automatically 

Misuse, mishandling, or unauthorized disclosure or confidential information will result in a write up and/or 
termination. 

Procedure for disaster recovery of paper and electronic information-All WIOA financial documentation is stored to 
the main server, which is backed up every two hours to an offsite storage facility with encryption, eliminating the 
chance for a compromised domain account accessing the file share. Twelve months of back-up is stored at any given 
time. 
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